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Abstract 
 

This paper addresses the use of a specific decision 
support methodology in operational research termed 
the Analytic Hierarchy Process (AHP). We examine 
the application of AHP method in guiding information 
security policy decision making with respect to 
Indonesia. We suggest four aspects of information 
security policy, namely management, technology, 
economy and culture. In addition, information security 
components derived from literature review are applied 
which are confidentiality, integrity and availability.  

Based on information security policy aspects and 
information security components we introduce our 
AHP based model of government information security 
policy. Our examination of this model shows how AHP 
can help policy makers to produce appropriate 
decisions.  It is found that AHP shows a robust and 
encompassing treatment useful for decision makers in 
both qualitative and quantitative ways. Therefore, it is 
reasonable to apply AHP for larger scope of research. 
 
Keywords : information security, policy, decision 
making, AHP. 
 
1. Introduction 
 

Policy making is considered as the most challenging 
process in any field. Since many aspects should be 
considered in balance in respect to produce the 
appropriate decision for dealing with actual situation as 
well future planning.  

In the era of information, the existence of policy for 
specifically guiding information security approaches 
within organization is urgently needed. However, in 
order to develop effective information security policy, 
different aspects should be considered appropriately. 
Literature review shows how information security 
developments were dominated mainly by technical and 
managerial aspects [11]. On the other hand, 

sophisticated information technology has been deeply 
affected economic and cultural aspect in modern 
society. Therefore, integrating economic and cultural 
insights into information security related 
considerations will also bring valuable benefits. 
Therefore, a careful analysis incorporating the four 
aspects with information security aspects is required.   

This paper aimed at examining the application of 
Analytic Hierarchy Process (AHP) as a method to 
develop information security decision model for future 
information security policy in Indonesia 

The following part (section 2) contains the literature 
review as the basis of the study. In section 3, we deeply 
explore several aspects and components of information 
security. Then, in section 4, we introduce the model 
based on AHP approach, followed by result analysis 
and discussion of the findings in section 5. Finally, 
conclusion and future research directions are given in 
section 6.   
 
2. Literature Review 
 

Information security policy is one of the fields 
where decision makers always face a dynamic and 
multi aspects problems associated with emerging cyber 
security threats. Although there have been many 
attempts to secure it, the number of security incidents 
still significant year by year, particularly when we look 
at the amount of money loss due to cyber crimes 
[30][34]. There are some obstacles we found from 
literature review that contribute to the situation.  

Firstly, there are many technologies and standards 
proposed to secure information systems. Intrusion 
detection systems, anti viruses and firewalls are few of 
such technologies which often come with new version 
that need regular updates from users’ side. This point is 
usually the weakest point where government agencies 
could not cope with. 

Secondly, there are several information technology 
related standards such as COBIT, ITIL, Octave and 
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ISO 27001 available to IT governance systems as well 
performing information systems audit. Unfortunately, 
to implement such standards is mainly affordable only 
by large business organizations [33].   

Lastly, information security policy has not been 
considered as a vital point by many government 
organizations in the world. While well developed 
countries have adequate concerns and actions about 
information security policy, developing countries are 
still lag behind [12].  

This study intends to propose a model for 
government information security policy with respect to 
several aspects combined with information security 
elements. It is believed that this study will significantly 
contribute to the current e-government problems by 
Indonesia as mentioned by Hwang and Syamsuddin 
[12]. It is affirmed that lack of information related 
policy is one of the reasons why e-government 
application was failed in Indonesia [12]. These 
findings align with the latest UN report [13] which 
shows the dramatic decrease of Indonesia e-
government ranking in the world from 70 in 2003 
dropped to 106 in 2008. 

Understanding the level of information security 
awareness in Indonesian government agencies is 
another objective of this study. For this reason, AHP 
based survey is given to respondents from several 
government ministries who at middle management 
level officials.  

 
3. Information Security Policy Aspects and 
Components 
 
3.1. Information Security Aspects 
 

In [18], information security is defined as 
“protecting information and information systems from 
unauthorized access, use, disclosure, disruption, 
modification, or destruction.” The role of information 
security has been realized to become more and more 
important since many people, business, and 
government institutions store their data in digital 
format and share them using various type of 
information technology.  

Security breaches, data stolen, and financial losses 
announced regularly in several publications [30][34] 
are few of many cases which reflect the importance of 
information security policy. Information security 
policy is developed and applied in response to these 
growing problems.  

In respect to information security policy, instead of 
the two main aspects (management and technology), 
we also found that economy and culture are other 

significant aspects to be considered in formulating 
information security policy.  

The following part describes the four aspects of 
information security policy applied in this study.  

 
3.1.1. Management. In [15] information security 
management is confirmed has become a required 
function by many modern organizations that rely 
heavily on the Internet to conduct their operations. 
Even, in many cases, as confirmed in [17], it is too 
risky to run a business without appropriate assurance 
for the security of its information systems operations. 
 
3.1.2. Technology. Securing information technology in 
terms of data, hardware, and applications has been the 
most concerned aspect since the beginning of 
computerized era. It covers computer security [25], 
wired and wireless network security [20][23], and 
internet security [21]. There have been tremendous 
efforts to secure information illegal access, deletion, 
corruption, mishandling and other malicious actions. 
Intrusion detection systems [8][16][24], cryptography 
[10], and web vulnerability assessment tools [6] are 
few of many other efforts to deal with emerging 
information security related issues. In short, 
technology is still the key element to solve any cyber 
security attacks.  
 
3.1.3. Economy. Perhaps the most widely cited 
information security paper dealing with the economics 
perspective is one by Anderson [11] who discusses 
various perverse incentives in the information security 
domain. In [26] Gordon and Loeb present a framework 
to determine the optimal amount to invest to protect a 
given set of information. Later, Gordon, Loeb and 
Lucyshyn in [27] extend the study to show how secure 
information sharing can economically beneficial. 
Likewise, in [9] and [28] different economic analysis 
regarding information sharing and its relation to stock 
market are well argued. 
  
3.1.4. Culture. Amongst other previous aspects, 
cultural aspect is the least aspect discussed in academic 
papers. On the other hand, it is widely proven that 
information security breaches are often caused by 
internal users of an organization [30]. Information 
security culture can be effectively achieved through 
integrating education and organizational leadership 
simultaneously [32][33]. Then it would become a 
natural behavior and responsibilities of any individuals 
within the organization [29]. Natural understanding 
about what is and what is not acceptable in respect to 
information security among users reflects the existence 
of information security culture [31].  
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3.2. Information Security Components 
It is confirmed that confidentiality, integrity and 
availability (CIA) are three traditional components of 
information security widely accepted in information 
security literatures [10].  CIA is the essential objectives 
of information security management which is agreed 
by different type and level of organization [5][8]. 
Loosing one of them might threaten the organization to 
guarantee its level of security [14].   
 
3.2.1. Confidentiality. Confidentiality is the property 
of preventing disclosure of information to unauthorized 
individuals or systems. Confidentiality reflects 
protection of the privacy users in respect to their own 
information. 
 
3.2.2. Integrity. It means that data cannot be modified 
without authorization. Integrity ensures that only 
authorized user able to access the data.  
 
3.2.3. Availability. It means that for any information 
system to serve its purpose, the information must be 
available when it is needed. Availability ensures the 
computing systems used to store and process the 
information, the security controls used to protect it, and 
the communication channels used to access it must be 
functioning correctly.  
 
 
4. AHP Information Security Policy Model  
 

Based on section 2, we define the model (see figure 
1) based on AHP standard. Then we construct a survey 
to derive valuable inputs from prospective participants.  

At the beginning stage, we focus on government 
officials in Indonesia. Later, we will extend the survey 
to other groups of participant (industry and university) 
in order to gain comprehensive thought from experts 
and professionals from different environments in this 
country.  
 
4.1. AHP Process 
 

Decision support system is one of operational 
research fields. Analytic Hierarchy Process (AHP) of 
Saaty [4] is a method that widely applied in many 
decision making fields [3][4]. It overcomes complexity 
of previous decision support methods. In addition, it 
gives a basis for eliciting, discussing, recording, and 
evaluating the elements of a decision. Moreover, it can 
be used to perform combination of both qualitative and 
quantitative into the same decision making 
methodology. AHP has been applied in many areas of 

research including few papers in computing and 
information technology [1][2]. 

In order to develop the AHP method, one should 
follow simple steps below [22]: 

 
Step 1.  Structure the problem into hierarchy. 
This consists of decomposition of the problem into 
elements based to its characteristics and the formation. 
As can be seen in figure 1, the model consists of three 
levels (goal, criteria and alternatives).  

 

 
 

Figure 1. Information security policy model 
 
Step 2. Comparing and obtaining the judgment matrix.  
In this step, the elements of a particular level are 
compared with respect to a specific element in the 
immediate upper level. The resulting weights of the 
elements may be called the local weights. 
 
Step 3: Local weights and consistency of comparisons.  
In this step, local weights of the elements are 
calculated from the judgment matrices using the 
eigenvector method (EVM). The normalized 
eigenvector corresponding to the principal eigenvalue 
of the judgment matrix provides the weights of the 
corresponding elements.  
 
Step 4: Aggregation of weights across various levels to 
obtain the final weights of alternatives. 
In this final step, the local weights of elements of 
different levels are aggregated to obtain final weights 
of the decision alternatives (elements at the lowest 
level).  
 
4.2. Analysis 
 

Web-HIPRE is used to generate and analyze the 
model. It is a multi attribute decision support system 
which provides a set of analytical methods such as 
SMART, SMARTER, and AHP to support decision 
makers in the evaluation of different alternatives. It 
also supports AHP based group decision support for 
gaining the integrated result from many group 
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respondents [7]. The following figure shows the model 
generated with Web-HIPRE .  

 

 
 

Figure 2. The model n Web-HIPRE 
 

The hierarchy is based on figure 1, where there are 
four criteria (MTEC) and three alternatives (CIA) to 
achieve the goal.  
 
5. Results and Discussion 
 

Based on respondents’ inputs, we could found 
complete paired comparison matrix as can be seen 
from the following table.  
 

Table 1. Paired comparison matrix 

 
 

Table 1.A expresses comparison matrix of criteria 
with respect to the goal. It is clearly revealed that 
technical and management aspects are still dominating 
the portion of overall information security policy 
perspectives which accounted for 0.114 and 0.401 of 
local weight, followed by economic and cultural 
aspects of 0.104 and 0.080 respectively. It is important 
to note that priority of security criterion here might 
reflects the specific environment and it can be vary 
depends on different environments. 

Then, Table 1.B to 1.E illustrate local weight of 
comparative alternatives according to criteria which 
describes specific local weight value of all three 
alternatives (confidentiality, integrity, and availability). 
In terms of consistency, it is important to explain that 
although both table 1.A and 1.B show a little 
inconsistency measures (0.127 and 0.121), it is still 
acceptable as long as it below 0.200 (as the maximum 
value for consistency measure or CM) [7]. Therefore, 
among all matrixes, the most appropriate result showed 
by table 1.E with CM value of 0.000 which means 
completely consistent.  

Then, we perform the last step of AHP analysis by 
calculating all local weights and aggregate them into 
global weight value or composite overall priorities to 
obtain the overall priority.  

The following figure shows the graph of composite 
overall priorities in Web-HIPRE. 

 

 
 

Figure 3. Composite Overall Priorities 
 

The result clearly indicates that technology and 
management are considered more important than 
economic and cultural considerations. This finding 
reflects imbalanced approach of information security 
policy development in government sector. Whereas, in 
order to be effectively applied, cultural insights [29] as 
well as economic perspectives [11] should be given 
more portions in shaping the information security 
policy development at government level.   

This is inline with our previous findings in [12], that 
information security is one of e-government critical  
issues in Indonesia. 
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Then, the last step of the analysis processes is 
aggregating the total priority of both criteria and 
alternatives.  

Table 2. Final result 
 

      
 
Table 2 shows the final rank or priority of to 

achieve information security policy as the goal. In 
terms of security alternatives, it is found that 
availability of 0.432 is preferred as the top requirement 
followed by confidentiality which accounted for 0.387. 
Integrity seems do not become priority within 
government agencies that only accounted for 0.181.  

In addition, this final result also shows that there 
have been more concern on management and 
technology aspects of information security which 
accounted for 0.415 and 0.402 respectively compare to 
economy and cultural concerns which only 0.104 and 
0.079 respectively.  

Based on these findings, it seems government 
agencies still with the focus on availability of data and 
information systems in its environment. This also 
reflects the top priority of information technology 
efforts by government agencies in Indonesia. However, 
to successfully achieve the goal, economic and cultural 
approaches are required to increase information 
security awareness of among government officials in 
different levels.  

Therefore, we recommend three points, as follows: 
- Economic aspects of information security 

should be clearly understood and addressed as 
one of important factors for Indonesian 
government in recent information era. 

- Improve security awareness among 
government employees by adequate education 
and training to achieve sound security culture 
in government environment. 

- Data integrity should be considered in balance 
with data availability and data confidentiality, 
particularly in the case of information 
exchange or data sharing among government 
agencies. 

 
5. Conclusion  

 
This paper attempts to extend the general topic of 

information security policy into a specific 

environment, which is government information 
security policy. It describes the tenets of applying the 
Analytic Hierarchy Process to a simple model based on 
four criteria (MTEC) and three alternatives (CIA). 
Availability represents the highest priority followed by 
confidentiality and integrity. The study also shows the 
proportion of management and technology aspects 
significantly dominate the other two ones. Information 
security awareness through education is strongly 
recommended to deal with this disproportion.  

In addition, this study justifies that the application 
of AHP method in information security is reasonable 
and it provides a robust and encompassing treatment 
for decision makers in both qualitative and quantitative 
ways. Therefore, it is reasonable to apply it in larger 
scope.  

However, since it is indicated some correlation 
between criteria and alternatives in Figure-1 are in 
existence, additional study may be done with ANP 
(Analytic Network Process) method.  

In the future, we also plan to extend the study with 
additional group participants from industry and 
university, and combining the results as group decision 
making for developing a model of information security 
policy with AHP or ANP methods.  
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