


























1 

 

Response to Reviewer 2: 1 

• There are a bunch of ambiguity in the abstract: 2 

Response: we have improved the abstract to avoid ambiguity. 3 

 4 

• The written of the paper is not justified since the problem that the paper is addressed is not clear. Please 5 

clearly mention the pitfalls of the state of the arts research. 6 

Response: the problem to be addressed in the study is lower performance of kNN in dealing with large size 7 

dataset in this case Botnet dataset. This part has been added in the last part of section 1. 8 

 9 

• The superiority of the proposed scheme is not exposed and compared with the state of the arts. 10 

Response: we already mentioned 2 previous research using kNN in section "4.4. Performance Comparison", 11 

in which we cited paper 42 and 43 that obtained lower kNN accuracy level than our proposal. 12 

 13 

• After the comparison with the existing research, the authors/author should explain the percentage of 14 

improvement in comparison with the research in the literature. 15 

Response: the percentage of difference has also been added in the same section "4.4. Performance 16 

Comparison" 17 

 18 

• In section 1, the author fails to provide motivations of the proposed scheme. I recommend the author to 19 

include the interesting applications of the  proposed scheme. 20 

Response: motivation of our study has been mentioned in section 1 paragraph 9. 21 

 22 

• The motivation of the practical use of the theoretic design should be clearly addressed. The best way to show 23 

this is by practical example or explanations. 24 

Response: Specific motivation of practical use is not our coverage since we consider main motivation (no 5) 25 

has been clearly mentioned already. 26 

 27 

• Are there any deficiencies of the design in this paper and how to make further improvement, to make your 28 

results less conservative? 29 

Response: we consider the presentation of of the paper fits the scope of our study. 30 

 31 

• The author needs the help of someone whose command over the language is good to edit the paper so that 32 

composition and grammar of the language used are correct. 33 

Response: We have improve some English errors 34 

 35 

• The authors should add and justify (by referring to published materials) the parameters of implementation 36 

setup. 37 

Response: Real implementation is beyond of the scope of our study. 38 

 39 



1 

 

Response to Reviewer 3: 1 

The paper is interesting especially because of the IoT issue it raises. IoT infrastructure is particularly vulnerable to all 2 

kinds of attacks. The paper addresses the selected issue of using kNN to classify IoT BotNet Attacks. I would like to 3 

point out that the structure of the paper is generally correct. However, additions are required in several places in the 4 

manuscript. 5 

1. The source entries for the statements made in line 58-69 should be indicated. 6 

Response: The source of statements in these lines are now with clear citations. 7 

 8 

2. Section 3.1 needs improvement. Referring only to item [37] is not sufficient. There is a lack of assumptions 9 

and precise information about the functioning of BotNet Attacks in IoT environment. There is no architecture of 10 

the IoT environment, or accurate information about the dataset on which the analysis is based. Table 1 can 11 

refer to any network traffic and does not clearly indicate that it refers to the IoT environment. This section 12 

needs to be expanded to clearly indicate how the adopted data maps to the IoT BotNet Attacks. 13 

Response: The source 37 is actually the original paper from which the dataset obtained, and we supported this 14 

by mentioning ref no 38,39,40 and 41 in the following sentences. So, actually we have provided 5 sources to 15 

justify the selection of dataset.    In addition to Table 1, it shows all features of the BotNet IoT dataset taken 16 

from reference no 37, so this table clearly shows whole features or attributes of the dataset. 17 

 18 

3. There is also no information on whether and to what extent the method used has practical applications for 19 

ongoing monitoring of attacks, whether it can be implemented in a production environment and what 20 

requirements would be involved. From this perspective, it would be interesting to know the calculation time 21 

and whether the proposed solution can be used for ongoing monitoring or only for historical data analysis. 22 

Response: Practical production environment is beyond the scope of our study, therefore we do not mention it 23 

in the paper. 24 

 25 



1 

 

Comments and Suggestions for Authors 1 

This manuscript presents already explored issues. The reviewer didn't find any new contribution in this submission. 2 

Similar experiments have been reported in the literature.No novelty is found as most of the work is just rebuilding the 3 

existing work. 4 

 5 

Response to Reviewer 1: 6 

We have listed contribution of the paper in the last part of section 1. These are the novelty proposed in our study. 7 

In summary, the main contributions of this research are as follows: 8 

• Present kNN algorithm application in classification of botnet attacks in IoT networks using huge size dataset. 9 

• Implement and evaluate different feature selection techniques to kNN algorithm to achieve the best results 10 

• Justify the best combination of feature selection techniques and kNN algorithm based on accuracy levels and 11 

execution time. 12 

• The whole implementations are applied in Rapidminer environment. 13 

 14 






















