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Abstract – Availability of teaching aid for laboratory 
practices is important particularly in the field of 
information security. In this paper is introduced a 
novel Virtual Lab for Information Security practices 
called VILARITY. It is an on-going effort to establish 
alternative laboratory based on virtualization 
technology specifically designed for two security 
related courses. The paper at hand briefly presents 
assessment for VILARITY usage through two different 
surveys. The first survey aims to assess the 
effectiveness of contents of Virtual Lab whilst the 
second one is to find out any obstacles faced by 
students in using virtualization tool. In conclusion, 
most students consider hands on practices with the 
Virtual Lab have enhanced their skills and knowledge 
and the virtualization environment is appropriate for 
delivering the practices.  

Keywords – Virtual lab, information security, 
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1. Introduction

Computer networks have been increasingly 
popular along with ever more reliance of people to 
information technology in daily life. The 
proliferation of computer network in all disciplines 
and work area such as government, education and 
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business institutions has created huge demand for 
skillful IT staff with computer network experiences.   

On the other hand, while more concerns towards 
the importance of reliable computer networks have 
been gathering pace, few of them start to realize the 
dark side of computer networks misuse that could 
bring the organization into serious problems.   

In recent years many organizations have been 
seeking IT staff being not only able to maintain 
network management and administrative tasks but 
also having security related skills and knowledge. 
Therefore, higher educational institutions need to 
response these trends by providing students with the 
required courses in security. 

To tackle the issue of producing skilled human 
resources in the area, at the State Polytechnic of 
Ujung Pandang, Indonesia, students majoring 
Computer & Network Engineering are offered two 
security related courses as determined in the 
curriculum, namely Computer Network Security and 
Information Security Management as suggested by 
the current curriculum [1],[2]. Both courses consist 
of a number of hands on laboratory practices 
designed according to the theoretical topics 
discussed. 

However, establishing ideal computer lab with 
sophisticated hardware for network security exercises 
usually requires very expensive cost [3] which is 
mainly difficult for the campus to fulfill. As a result, 
the lecturer should find alternative to keep students 
able to perform hands on practices. A novel approach 
was introduced by exploiting virtualization 
technology to develop VILARITY (Virtual 
Laboratory for Information Security)[4]. The virtual 
lab is based on Linux operating systems with several 
network simulators’ software combined within. Early 
version of the Virtual Lab is actually for general 
purposes (for all networking courses lab 
requirements), however in this case it is used 
specifically for the two aforementioned security 
courses.  

This paper aims to assess the usability of 
VILARITY in helping students to perform security 
related hands on practices as determined by the two 
courses. The paper is structured into 5 sections. 
Section 2 describes literature review, while the 
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methodology and tools used to conduct the research 
are presented in section 3. Then, the results and the 
discussion are given in section 4. Finally, the study is 
summarized in the last section. 

 
2. Literature Review 

 

Virtualization is an advanced technology that 
enables operating systems (OS) running over other 
operating systems without the need to make logical 
hard drive partition like previously [5]. Besides, 
virtualization technology enables a computer to run 
multiple virtual machines simultaneously, while each 
virtual machine running a different and isolated 
operating system [6].  

The building block of virtual machine technology 
is presented in Figure 1. [3]. A Virtual Machine 
Monitor (VMM) is typical application similar to 
other applications running over the main or host 
operating systems in a personal computer. However, 
over a VMM, one may create a Virtual Machine that 
runs one guest operating system. Then, any 
applications might be installed and operated over the 
guest OS [7],[8]. 

 

   

Figure 1.  Building block of virtualization technology 
 
Its flexibility makes virtualization widely applied 

in developing virtual laboratory. Willems and Meinel 
[8] introduce Tele-Lab which is aimed at supporting 
remote training based on virtual environment. A 
large scale virtualization initiative was described in 
study by Soceanu, at.al [9]. They developed virtual 
labs and applied them to support online EU courses 
incorporating open source technologies. 

Benefits and advantages of using virtualization in 
the educational sector were also emphasized in a 

study by Miseviciene et al. [10]. They highlight the 
importance of infrastructure advancements and other 
educational functions to make learning resources 
virtually available anywhere and at any time.  In 
addition, employing virtualization to educational ICT 
infrastructure provides a flexible and cost-effective 
platform in case a single server may operate several 
operating systems and sharing computing resources 
[11]. 

 
3. Methodology and Tools 

 

Based on advantages offered by virtualization 
technology, an initial effort to create a new virtual 
lab environment to support hands on exercises of 
several computer networks courses at the Department 
of Computer and Networking Engineering of State 
Polytechnic of Ujung Pandang is described in [3]. To 
extend that work, here we present VILARITY, a 
novel Virtual Laboratory for Information Security 
course. It is also based on Virtual Box as VMM, 
mainly due to open source considerations [12].  

Following the previous study, the development of 
virtual lab was also based on ADDIE model. 
Advantages of using ADDIE model are mainly due 
to its well-structured and straightforward approach 
formulated in the five stages approach [13].  Figure 
2. shows five stages of ADDIE model namely design, 
development, implementation and evaluation.  

 

 
 

Figure 2.  ADDIE Model  
 
Our preliminary study [3] describes all steps in 

developing the Virtual Lab in accordance to the five 
stages of the ADDIE Model. Within the Virtual Lab, 
several open source simulation softwares are 
combined and specifically used in this case to 
support hands on practices of two security related 
courses.  

VILARITY Virtual Lab as depicted in Figure 3. 
consists of the following laboratory activities:  

 
a. Basic Virtual Machines  

 

In this topic, students are assisted to perform 
several hands on practices such as VirtualBox 
installation and management, deploying VILARITY 
as Virtual Machine and testing VM performance. 
This topic requires 3 weeks to finish. 

 



TEM Journal. Volume 8, Issue 3, Pages 1011-1016, ISSN 2217-8309, DOI: 10.18421/TEM83-45, August 2019 

TEM Journal – Volume 8 / Number 3 / 2019.                                                                                                                           1013 

b. Advanced Terminal Commands 
  

In this topic, which requires 4 weeks for a student 
to finish it,  there are several activities such as testing 
VirtualBox Host-Only Networks, introduction to 
perform footprinting technique, practical FP using 
nMAP tool, and DNS information collection 

 

c. MITM Man In The Middle Attack Lab 
 

This topic covers several activities, such as setting 
Web Server, FTP Server, capturing passwords on 
live network, capturing files transmitted on network 
and packet data view. It is expected to take 4 weeks 
to finalize this topic. 

 

d. Web Hacking Exercise 
 

In the last section that requires 5 weeks including 
report, student sets up a web server to operate 
Content Management Systems, perform footprinting 
on the CMS, attack the CMS using SQL injection 
technique and finally conduct a brute force attack on 
CMS. 

In general, to finalize all courses’ contents, it 
requires 14 live hands on practices with four 
experiment reports.  

 
 

 
 

Figure 3..  VILARITY  Virtual Lab 
 

Table 1.  Survey of Virtual Lab for security hands on practices 
 

Survey Questions SD D N A SA 
Q1. Effectiveness of exercises in the virtual lab are as 
good as those in ones in a physical computer lab 0 2 2 18 24 

Q2. Virtual lab is useful for self-study 0 5 2 21 18 
Q3. Students are able to obtain security related skills 
and knowledge with virtual lab 0 1 2 22 21 

Q4. The lab instruction in job sheets are clear and easy 
to understand 0 1 8 21 16 

Q5. The lab exercises are well organized 0 1 5 15 25 
Q6. The topic of each exercise is related to security 
theory in lectures 0 0 3 26 17 

Q7. The topic of each exercise is helpful to understand 
topics in lectures 0 0 3 15 28 

 
 

Presently, we have reached the last stage of 
ADDIE Model (evaluation stage), therefore the focus 
of current study is to perform evaluation on the use 
of Virtual Lab for Computer Network Security and 
Information Security Management courses.  

Following the implementation of VILARITY, two 
surveys are created according to previous study by 
Li, et.al.[14]. The first survey aims to assess student 

perception regarding content and effectiveness of the 
Virtual Lab in supporting the courses, while the 
purpose of the second one is to identify obstacles 
experienced by students in using virtualization 
technology (in this case Virtual Box) to run the 
Virtual Lab. 
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4. Results and Discussion  
 

The first survey consists of seven questions 
covering all aspects of Virtual Lab for security hands 
on practices from student perspective. The results are 
presented in Table 1. 

 In terms of the first question, students are pleased 
with the overall effectiveness of the virtual lab; 

majority of them agree (18 students) or strongly 
agree (24 students), while few of them selected 
neutral, and disagree (4 students). Then, in the 
second question it is revealed that most students 
agree (21 students) or strongly agree (18 students) 
that the virtual lab is useful for them for self-study.  

 

 

 
 

Figure 4.  Survey result in percentage format. 
 

Table 2.  Second survey on obstacles in using Virtual Box 
 

Do you have any problems using Virtual Box ? 
A1. Virtual Box is difficult to install and operate 
A2. Virtual Box is time consuming 
A3. Virtual Box makes computer slower 
A4. Virtual Box consumes many resources of the computer 
A5. Difficult to run security simulations over Virtual Box 
A6. Other issues 
A7. No problem at all 

 

 
 

Figure 5.  Result of the second survey 
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Only 5 students disagree and other 2 students are 
neutral in this regard. 

In the third question, 43 students acknowledged 
that their skills and knowledge are improved using 
the virtual lab, while only 2 students selected neutral 
and another student disagreed. For the fourth 
question, it is found that the lab instruction provided 
along with the virtual lab is sufficient enough for 
students’ needs as seen that 21 students agreed and 
16 others strongly agreed whilst 8 students selected 
neutral and one of them disagreed. Then, in the next 
question, similar pattern is found that the majority of 
the students agreed and strongly agreed of 40 
students in total, the rest are neutral (5 students) and 
only one of them disagreed. 

The last two questions also present similar results 
as follows. For the sixth question, 43 out of total 46 
students agree and strongly agree that each exercise 
is in line with theory in face to face meeting in class. 
Only three students chose neutral option in this 
regard. Similarly,   students had no doubt regarding 
their understanding obtained in relation to each 
exercise, majority of them agree (15 students) or 
strongly agree (28 students) while neutral option was 
selected by only 3 students. Overall, it is clearly seen 
that high percentage of students consider the Virtual 
Lab as beneficial in enhancing their skills and 
knowledge in both security related courses (see 
Figure 4.). 

The second survey is aimed at identifying 
obstacles faced by students in using virtualization 
technology. The survey is simply a question with 
seven optional answers; each represents specific 
issue of virtualization by which students possibly feel 
it uncomfortable during the lab exercises (Table 2.).  

The survey structure is made by following 
approach in [14] and [15] with some modifications 
according to this study. Each student may only 
choose one of seven available answers according to 
the experience they faced in using Virtual Box. 

The results are depicted in Figure 5. It is found that 
only 2% of students feel it hard to work over Virtual 
Box as the environment of our Virtual Lab. Some 
students (8%) require more time since they have no 
prior experience with Linux operating systems. In the 
third question, many students (approximately 11.7%) 
report that their computer runs slower when running 
the Virtual Lab. In line with this, in question 4 
approximately 26.6% of students found Virtual Box 
used too many resources (CPU, Memory, Space, 
etc.). As a result, it is reasonable to see that around 
8.65% of students are facing difficulties in running 

their simulations over Virtual Box. While other 
unclassified issues are chosen by 5.4% of students, 
majority of students (approximately 37.35%) do not 
have problems in this case. Overall, it can be 
concluded that the selection of Virtual Box is 
considered appropriate by the students in running the 
Virtual Lab.  

Although students generally stated VILARITY  
was very interesting to use and very helpful for 
them in improving their understanding of courses, 
there were several complaints expressed in the 
second survey. Among the problems that students 
complain about are the limitations of PC memory 
used to run a Virtual Machine. This results in a 
slow lab process that always consumes full 
memory while operating. Another problem by a 
number of students is the limited time of the 
second practicum which is an obstacle in the 
hands on practice. 

Based on the findings, future research will be 
directed to improvements on VM to reduce barriers 
in using virtualization technology. For instance, 
repackaging current Virtual Lab to control memory 
allocations [16], or using approach in [17] to reduce 
the total CPU energy consumption. 

5. Conclusion

This study presents an on-going research of 
VILARITY  (Virtual Laboratory for Information 
Security Practices), in terms of its usage in 
supporting the hands on practices of two security 
related courses, namely Computer Network 
Security and Information Security 
Management. Two surveys delivered to 
students with two distinct objectives.  

In the first survey which is intended to assess 
student perception regarding content and 
effectiveness of the Virtual Lab in supporting both 
courses, students strongly appreciate it and consider 
it as beneficial to enhance their skills and knowledge. 

In the second survey regarding obstacles in using 
virtualization technology, it is revealed that highest 
percentage of students (42.35%) reported that they 
have no problems at all, while some of them 
complain on exhaustion of computer resources 
(21.6%), their computer became slower (11.7%) and 
other obstacles in total of 24.35%. 

The findings from both surveys suggest that the 
use of Virtual Lab is useful and benefit students’ 
skills and knowledge in both courses and most 
students are able to conduct hands on practices 
through virtualization technology. Future works will 
be directed to overcome current obstacles in order to 
improve the efficiency of our Virtual Lab in the near 
future.  
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